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Digital Pad Signature
Introduction
The Application invention includes a system and a method of validating an identity of a user using a pointing device by comparing a sampled mouse signature with an authenticated mouse signature. The method includes presenting a virtual pad including a background graphic image, a plurality of objects positioned on the background graphic image to a user. The user moves the pointing device to manipulate a cursor on the background graphic image. The method includes a step of sampling a plurality of events corresponding to positions of the cursor to provide a sampled mouse signature including a set of position vectors. The present Application includes comparing the sampled mouse signature to a stored mouse signature representing the identity of a user, and validating the identity of a user in response to the comparing step. The Application can generate Reports with Authenticated Signature. The Implementation of Digital Signature can do through Tender Approval. The Approved Tenders has been to Generate TO (Tender order) as a Report.
Existing System:

Many business activities require execution of various documents, typically by signature. Signing such documents serves a number of purposes. A signature authenticates writing by identifying the signer with the signed document. In certain contexts, the signature expresses the signer's approval or authorization of the writing, or the signer's intention that it has legal effect. Such authentication also enables the receiver to prove to a third party, such as a judge, that the document was created by the purported sender. This latter ability prevents the sender from repudiating a genuine document, such as a promise to pay, by falsely claiming that it is a forgery created by the receiver. A signature on a written document often imparts a sense of clarity and finality to the transaction and may lessen the subsequent need to inquire beyond the face of a document. Negotiable instruments, for example, rely upon formal requirements, including a signature, for their ability to change hands with ease, rapidity, and minimal interruption. The act of signing a document calls to the signer's attention the legal significance of the signer's act, and thereby helps prevent inconsiderate engagements. Consequently, sound practice calls for transactions to be formalized in a manner which assures the parties of their validity and enforceability. Today, handwritten signatures are commonly used to authenticate individuals and signify the integrity of a particular document. Handwritten signatures can be used to enter into legally binding agreements and seal commercial transactions. The judicial system can enforce a contract signed by an individual. Handwritten signatures made in person convey additional information. The receiver of the document can verify age, height, weight, and demeanor. A profile of the person can be developed and remembered by the receiving party. Although forgery of handwritten signatures is possible, there are techniques which can determine whether a signature has been created artificially. In the absence of forgery and severe duress, a signature is seen as a deliberate and conscious decision by the signer.
Until a few years ago, formalization generally involved documenting the transaction on paper and signing or authenticating the paper. Although the basic nature of transactions has not changed, business conditions have required an increasing reliance on digital documents. Ordinary digital documents lack the verifiable authenticity of paper documents in two respects. First, they can be forged by third parties claiming to be the purported sender, or be subjected to undetectable modification in transit. Second, a genuine document can later be repudiated by the actual sender, who may falsely claim that the document is a forgery created by the receiver.
Objective:

Thousands of businesses across the world are saving time and money by replacing paper processes with electronic signature and document solutions. For unmatched versatility, security, and value. Digital signature unit capture and save signatures as people sign on the LCD touch screens. These signatures can be saved for use to electronically sign documents, customer signature verification for POS transactions, or employee authentication. Get your electronic signature capture system today.
Methodology:
A digital signature works by creating a message digest which ranges from between a 128-bit and a 256-bit number which is generated by running the entire message through a hash algorithm. This generated number is then encrypted with the senders private key and added to the end of the message. 
When the recipient receives the message they run the message through the same hash algorithm and generate the message digest number. They then decrypt the signature using the senders public key and providing the two numbers match they know the message is from who it says its from AND that is has not been modified. 

A digital signature is basically a way to ensure that an electronic document (e-mail, spreadsheet, text file, etc.) is authentic. Authentic means that you know who created the document and you know that it has not been altered in any way since that person created it. 

Digital signatures rely on certain types of encryption to ensure authentication. Encryption is the process of taking all the data that one computer is sending to another and encoding it into a form that only the other computer will be able to decode. Authentication is the process of verifying that information is coming from a trusted source. These two processes work hand in hand for digital signatures. 

Key Aspects:
· User  Registration

· Quoting the new tenders

· Processing the quoted tenders

· Approving the tenders with digital Signature

· Digital Report Generation
Modules:
· Registration

· Quote Module

· Digital Approval

·  Reports
Software  Specifications:
Software Requirements:
Programming Language
: C#.Net

Technology


: Asp.net

Database Backend

: SqlServer2005
Hardware Requirements:
Processor


: Intel p4

RAM



: 1GB.

Hard Disk Drive

: 80GB.
Application:

Business and companies who has the need to authenticate digital transactions or identify their clients in order to secure they way they do business. This solution prevents document forgery and alteration that can cause huge damage if not treated properly. Also, it can help you back up the hard copy of your signed documents in a very simple and easy way.
Conclusion:

A digital signature is basically a way to ensure that an electronic document (e-mail, spreadsheet, text file, etc.) is authentic. Authentic means that you know who created the document and you know that it has not been altered in any way since that person created it. 
